AVAYA

Avaya™ S8300 Media Server and Avaya™ S8700 Media
Server in Extreme Networks' Infrastructure - Issue 1.0

Abstract

These Application Notes present a sample configuration for three sites running Avaya
MultiVantage™ Software, networked using Extreme Networks' data networking
infrastructure. A Head Office site uses Avaya™ S8700 Media Servers in a Multi-Connect
configuration, together with Extreme Networks Summit 48si, Alpine 3808, and BlackDiamond
6808 products. A Large Office site uses Avaya S8700 Media Serversin an |P Connect
configuration, together with Extreme Networks Summit 48i, Summit 5i, Alpine 3808, and
BlackDiamond 6808 products. A Small Office site uses an Avaya™ S8300 Media Server,
together with an Extreme Networks Alpine 3808. All sites are networked using IP trunks.
This document provides details for the configuration of the Avaya and Extreme Networks
equipment, inclusive of QoS considerations.
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1. Introduction

Figure 1 provides ahigh-level overview of the network described in these Application Notes. In
Figure 1, all Avayagear islabeled with red text, and all Extreme Networks' gear islabeled with
purple text. The connection between the Head Office and the Large Office is Gigabit Ethernet,
and it should work if the connection is FastEthernet. The connection between the Head Office
and the Large Office via Asynchronous Transfer Mode (ATM) will be validated and documented
in separate Application Notes.

Figure 2 provides adetailed physical view of the network. Figure 3 provides a detailed logical
view of the network.
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Figure 1: Avaya Media Serversand Media Gateways in Extreme Networks
Infrastructure—High Level Overview
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Figure 3: Logical Network Description
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The detailed configuration commands provided throughout these Application Notes implement
the network summarized in the figures.

2. Software and Hardware Validated
Table 1 shows the versions used for screen captures and verification.

Network Component

Version Information

Avaya MultiVantage™ Software - S8700

RO11X.01.0.060.4 (MV.1)

Multi-Connect Configuration (Head Office) Plus Patch 1
Avaya™ TN2312 IPS| in SCC1 (Head Office) TN2312AP HW32 FW045
Avaya™ TN799 C-LAN in SCC1 (Head TN799DP HWO00 FWO005
Office)

Avaya™ TN2302AP MEDPRO in SCC1 TN2302AP HW03 FW045

(Head Office)

Avaya MultiVantage™ Software -S8700 IP

RO11X.01.0.060.4 (MV.1)

Connect Configuration (Large Office) Plus Patch 1
Avaya™ TN2312 IPS| in G600 (Large Office) TN2312AP HW32 FWV045
Avaya™ TN799 C-LAN in G600 (Large TN799DP HWO00 FWO005
Office)

Avaya™ TN2302AP MEDPRO in G600 TN2302AP HW03 FW045

(Large Office)

Avaya MultiVantage™ Software - S8300
Media Server (Small Office)

RO11.01.0.060.4 (MV.1)

Avaya™ G700 Media Gateway Processor FW V2

(MGP) (Small Office)

Avaya™ G700 VolP VO on MGP (Small FW V2

Office)

Avaya™ |P Softphones 3.2.14.0 (iclarity 3.3.0.17)

Avaya |P Telephones

1.6 (def24rL_600.0in)

DHCP Server Microsoft DHCP Manager,
Microsoft NT Version 4.0
Build 1381 SP6
Extreme Networks BlackDiamond 6808, Head | ExtremeWare® 6.1.8 (Build 12) Tech
Office Release 4.1.94

Extreme Networks Alpine 3808, Head Office

ExtremeWare 6.1.8w3.01 (Build 76)
May 2002, CPU Boot ROM 7.2 (later
7.6), CPLD Rev 03

Extreme Networks T1 blade in Alpine 3808,
Head Office

WM4T1T1_6.1.8W3.0.1 (Build 76)
RomMon 2.4 (later 2.8) CPLD Rev 03

Extreme Networks Summit 48si, Head Office

ExtremeWare 6.2.1 Build 25
Boot ROM 7.2, CPLD Rev 02

Extreme Networks BlackDiamond 6808,
Large Office

ExtremeWare 6.1.8 (Build 12)
Tech Release 4.1.94
Boot ROM 7.2
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Network Component Version Information

Extreme Networks Summit 5i’s, Large Office ExtremeWare 6.2.1 Build 25
CPLD Rev 04, Boot ROM 7.2
Extreme Networks Summit 48i, Large Office ExtremeWare 6.2.1 Build 25

CPLD Rev 03, Boot ROM 7.2

Extreme Networks Alpine 3808, Small Office ExtremeWare 6.1.8w3.01 (Build 76)

May 2002, CPU Boot ROM 7.2 (later
7.6), CPLD Rev 03

Extreme Networks T1 blade in Alpine 3808, WM4T1T1 6.1.8W3.0.1 (Build 76)

Small Office RomMon 2.4 (later 2.8) CPLD Rev 01

Table 1 —-Equipment Version Infor mation

3. Global Configuration and Conventions

Beginning with Section 4, this document will be organized by reference to the office labels
shown in Figure 1. This section presents configuration and convention information that is
global in nature, and not specific to any office.

3.1. Conventions

3.1.1. Screen Capture Display Conventions

In this document, Avaya MultiVantage™ Software Administration screens and Avaya™ IPSI
CLI screens are shown with a gray shaded background. Avaya MultiVantage Software
Administration screens are also referred to as “ SAT” (System Access Terminal) screensin this
document. Avaya™ G700 Media Gateway Command Line Interface (CLI) screens are presented
without shading.

All Extreme Networks CLI screens are presented with light blue shading. In many cases, the
CLI commands shown in the Extreme Networks configuration can be abbreviated. For example,
it is often possible to omit quotes around named entities. Depending on context and software
version, it may be possible to omit command keywords such as “vlan” because the Extreme
software recognizes that the named object in the command isa VLAN. Masks can often be input
with the number of bits rather than typing the dotted decimal notation. Some example command
abbreviation comment lines are interspersed with the full commands.

Due to the large number of devices that must be configured to build the target network, the
output of both Avaya and Extreme Networks' commands may be abridged for brevity in
presentation.

3.1.2. Network Conventions

Figure 2 and Figure 3 show the conventions used. For example, in Figure 3, the green shaded
infrastructure links (i.e., connections between Extreme Networks components) use 30 bit subnets
chosen from 10.1.0.0/24.
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Figure 2 illustrates the network region identifiers that will be used within the Avaya
MultiVantage Software. Figure 2 also illustrates the subnets and extension range used at each
site. Although not presented, a Uniform Dial Plan is established among the sites.

For all offices, the VLAN IDs chosen are equal to 1000 plus the middle two digits of the dotted
decimal IP address. For example, IP telephones (10.2.4.0/24) in the Head Office use VLAN
1024 while computers and workstations (10.3.4.0/24) in the Head Office use VLAN 1034.

3.2. End-User Port Configuration Overview

In each of the offices, a set of Extreme switch portsis used to connect to end-user devices. The
approach presented in these Application Notes allows the various end-user device configurations
to be supported. For example, the ports used for end-user devices may connect to a computer, an
| P telephone, or an IP telephone with an attached computer. Thisis accomplished by
configuring atagged and untagged VLAN on the end-user ports. Thetagged VLAN isused for
|P Telephones, and the untagged VLAN isfor computers, whether standalone, or attached to an
IP Telephone.

3.3. DHCP and BOOTP Relay Configuration

Table 2 summarizes the Dynamic Host Configuration Protocol (DHCP) configuration for all
offices. Figure 2 and Figure 3 show the DHCP server, which is omitted from the higher-level
summary in Figure 1.

Consider the example of IP telephones and computers configured for DHCP at the small officein
the network shown in Figure 1. The following will occur when an IP telephone in the Small
Officeisinstalled (or reset). The IP telephone will initially send an untagged DHCP request.
The Extreme Networks switch port at the small office is configured with both an untagged
VLAN and tagged VLAN for the port. The untagged DHCP request will be associated with the
untagged VLAN on the port. The router interface on that VLAN has IP address 10.3.1.1. When
the router interface relays the DHCP request to the configured DHCP server, it will use 10.3.1.1
asthe source address. The DHCP server associates this request with the 10.3.1.0 scope and
returns areply with option 176 string set, instructing the requestor to enable 802.1Q tagging with
VLAN ID 1021. The IP telephone receiving this reply will release the supplied IP address and
issue a new DHCP request with VLAN ID 1021. Thisrequest will be associated with the tagged
VLAN on the port. The router interface of thisVLAN has IP address 10.2.1.1 and will relay the
DHCP request to the DHCP server with this address as the source. The DHCP server associates
this address with scope 10.2.1.0 and replies with an IP address from that scope as well as several
parametersin the Option 176 string, asindicated in the first row of Table 2 below.

When a computer in the small office issues a DHCP request, it will send an untagged DHCP
request. Thisrequest will be serviced the same as the initial request from the phone. However,
the computer will ignore the Option 176 values specifying anew VLAN. Therefore, no new
DHCP request is issued.

This same process appliesto all phones and computersin all offices.
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DHCP Option 3 Option 176 String Notes
Scope Office | Router
MCIPADD=10.1.1.88, MCPORT=1719, 10.1.1.88
10.21.0 | Small 10.2.1.1 TFTPSRVR=209.3.78.37 is S8300
address
From
10.3.1.0 | Small 10.3.1.1 L2Q=1,L2QVLAN=1021 untagged
VLAN
MCIPADD=10.1.3.10,MCPORT=1719, 10.1.3.10
10.2.3.0 | Large | 10.231 TFTPSRVR=209.3.78.37 isC-LAN
in G600
From
10.3.3.0 | Large | 10331 L20Q=1,L2QVLAN=1023 untagged
VLAN
MCIPADD=10.1.4.10,MCPORT=1719, 10.1.4.10
10.24.0 | Head 10.24.1 TFTPSRVR=209.3.78.37 isC-LAN
in SCC-1
From
10.3.4.0 | Head 10.34.1 L20Q=1,L2QVLAN=1024 untagged
VLAN

Table 2 - DHCP Configuration Summary

A DHCP server was physically connected to the Extreme BlackDiamond in the Head Office
(using port 8:25). The same server was also used asa TFTP server. The IP address of this
DHCP/ TFTP server was 209.3.78.37 with Default Gateway 209.3.78.1. The following
configuration commands are executed on all Extreme equipment configured with Layer 3
interfaces.

configure bootprelay add 209.3.78.37
enable bootprelay

# forward all bootp / dhcp requests to this host

3.4. QoS and Port Configuration Overview

3.4.1. Overview of Extreme QoS Features

Consult Section 7 of the ExtremeWare Software User Guide for detailed information on Extreme
Networks Quality of Service features. This section provides an overview of the capabilities that
are relevant to the QoS configuration used in these application notes. The Extreme Networks
products used in thistest plan all usethe“i” chipset. In general, the“i” chipset equipment
supports DiffServ and 8 hardware queues on every physical port.

QoS profiles define how the Extreme Networks switch will respond to various categories of
traffic. The parameters defined in the QoS profile include minimum and maximum percentage
bandwidth, priority settings, and other parameters. By default, eight QoS profiles (numbered
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QP1-QP8) are assigned priorities that map to eight hardware queues on every physical port
(numbered 0-7). By default, a higher quality profile number implies a higher transmit priority.
For Ethernet interfaces, the switches can also track and enforce a minimum and maximum
bandwidth utilization percentage on every hardware queue for every port. By default, the
minimum is 0% and maximum is 100%, and these defaults are not changed in this configuration.
Traffic can be classified to use a particular QoS profile based on avariety of parameters,
including IP-based information, MAC information, 802.1p, DiffServ, physical source port, or
VLAN association. By default, 802.1p is observed to classify ingresstraffic. Other types of
classification, if desired, such as the Diff Serv examination used extensively in these Application
Notes, can be enabled. By default, if Diff Serv examination is enabled, DiffServ will override
802.1p for classification of traffic from aport. Also by default, DSCP values 0-7 are classified
to QP1, DSCP values 8-15 are classified to QP2, and so on.

On egress, the Extreme Networks equipment can preserve or replace 802.1p priority values and
DSCP values. If 802.1p replacement is enabled, the transmitted 802.1p priority is determined by
the hardware queue used to transmit the packet. Thus, on atagged link, 802.1p replacement
provides a convenient way to request the same priority treatment from the next switch,
independent of the classification method used in the transmitting switch. The switch can also be
configured to change or remark the DSCP value prior to transmission. Note that the remarked
DSCP value is determined by the 802.1p value, which in turn can be determined by the hardware
gueue used when transmitting a packet. To replace DSCP values, 802.1p replacement and DSCP
replacement must both be enabled. With this approach, DSCP remarking resultsin hardware
gueue O transmitting DSCP 0, hardware queue 1 transmitting DSCP 8, etc. DSCP replacement
provides a convenient way to request the same priority treatment from a next hop that observes
DiffServ, independent of the classification scheme used by the transmitting switch.

None of the foregoing QoS operations impact switch performance.

3.4.2. QoS Configuration Employed

Table 3 summarizes the QoS configuration used for the Avaya equipment, and the directly
connected Extreme Networks equipment (i.e., excluding infrastructure links). The detailed
commands to implement this configuration on each product are provided in the forthcoming
sections organized by office location. The Avaya and Extreme Networks equipment offer
alternatives to the configuration described below. However, for the versions used in the
production of these application notes (see Table 1), the QoS configuration described in Table 3
is recommended.

Avaya 802.1p/Q Extreme
Equipment Configuration Networks Notes
Configuration
IPtelephones | IP phonetagswith | Tagged VLAN | DSCP for signaling and

VLAN ID received on the port media obtained via
from DHCP with DiffServ MultiVantage IP
server. 802.1p examination network region, which
JRR; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 44
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Avaya 802.1p/Q Extreme
Equipment Configuration Networks Notes
Configuration
value sent will be on. DSCP will have 802.1p/Q=no.
the phone’s classification, | Phone's802.1p valueis
default. overriding any not relevant dueto
802.1p value. DiffServ
examination.
PC running IP No 802.1p/Q Untagged DSCP for mediafrom
Softphone header information | VLAN on port MultiVantage IP
will be sent (tosupport any | network region. QoS
(802.1p/Q does not NIC) for signaling not yet
need to be enabled | with DiffServ supported in IP
for the PC NIC). examination SoftPhone 1.3
on
PC connected Same Uses untagged N/A
to IP phone considerationsas | VLAN onthe
for PC running IP | phone’s port,
SoftPhone DiffServ
examination
on
C-LANin No 802.1p/Q Untagged Associate port with
G600 and header information | with DiffServ QP6 at Extreme
SCC-1 will be sent (not examination | Switch port. Thissame
enabled on off (default). configuration can be
MultiVantage IP | Associate port used with pre-
network region). with QP6. MultiVantage software.
MEDPRO (all) No 802.1p/Q Untagged DSCP for media set via
header information | with DiffServ MultiVantage IP
was sent (not examination network region (to 32,
enabled on on maps to QPS5). Could
MultiVantage IP have used port level
network region). priority like C-LAN.
IPSI in G600 No 802.1p/Q Untagged Using IPSI
header information | with DiffServ administration from
was sent (tagging examination IPSI services port, set
not enabled via on DSCP value (to 40,
IPSI maps to QP6). IPS
administration). marks DSCP
independent of L2
tagging.
IPSI in SCC-1 N/A (private N/A (private N/A (private control
control network) control network)
network)
S8700 IP No 802.1p/Q Untagged Using “changeip-
JRR; Reviewed:
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Avaya 802.1p/Q Extreme
Equipment Configuration Networks Notes
Configuration
Connect header information | with DiffServ | servicesinterface” set
was sent (not examination DSCP value (to 40,
enabled via S8700 on maps to QP6)
Web interface) Ensure “PCD-QoS yes’
present in /etc/ecs.conf
S8700 Multi No 802.1p/Q Untagged Thisrow refersto the
Connect header information | with DiffServ Ethernet 4, customer
was sent (not examination network. The critical
enabled via S8700 on IPSI-S8700 path uses
Web interface) private control network.
QoS priority is not
required for Ethernet 4.
G700 Media No 802.1p/Q Untagged Associate port with
Gateway header information | with DiffServ QP6 at Extreme
wassent (not setas | examination Networks Switch port
trunk port in G700 | off. Associate (implies both G700
CLI) port with QP6. VolP media and
signaling in QP6)

Table 3— QoS and Port Configuration Summary, Avaya-Extreme Networ ks Connections

On infrastructure ports (Extreme Networks — Extreme Networks connections), the following

applies:

*  The Summit 48i and Summit 48s’s are configured as Layer 2 devices, and 802.1p

replacement is enabled on the uplink ports. For 802.1p replacement, the 802.1p priority
value transmitted will match the egress queue number. The uplink ports are tagged, and
the far-end examines 802.1p by default. Also by default, Diff Serv examination is off at
the far-end (i.e., on the Alpine and Summit 5i ports).
* Onal other infrastructure links, DiffServ replacement and DiffServ examination are
enabled. In general, 802.1p replacement is also enabled when DiffServ replacement is
enabled on Ethernet ports. With this configuration, the Extreme Networks gear will map
transmit queue 0 to DSCP 0, transmit queue 1 to DSCP 8, and so on. On the Avaya
equipment, DSCP value 32 was used for voice media, and DSCP value 40 for signaling.
Therefore, Extreme Networks' DiffServ replacement will result in the same DSCP vaue
originally presented by the Avaya equipment. Subtletiesin the versions under test lead to
this recommended configuration.
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4. Head Office Configuration

4.1. Avaya™ S8700 Media Server Multi-Connect Configuration

This section presents configuration steps for the Avaya S8700 Media Server located in the Head
Office. The procedure for configuring the TN2312 IPSI circuit pack(s) and the private control
network(s) linking the Avaya S8700 Media Servers to the IPSI(s)s is not presented here, since
thisis unrelated to the Extreme Networks configuration. For an example of IPSI configuration,
refer to the Large Office S8700 IP Connect configuration presented in Section 5. It is assumed
that appropriate license files and authentication files have been installed on the S8700 Media
Servers, and that login and password credentials are available to the reader.

4.1.1. Configuring the Ethernet Interfaces

The Avaya S8700 Media Server is configured using aweb interface. To access the web
interface, connect a computer to the services port of one of the Avaya S8700 Media Servers.
(Each S8700 Media Server is configured separately.) The services port uses the pre-configured
IP address 192.11.13.6 with mask 255.255.255.252. Configure the computer’s IP address as
192.11.13.5 with mask 255.255.255.252. Connect the computer’ s Ethernet interface to the
services port with a crossover Ethernet cable. Launch aweb browser, turn proxies off, and
connect to the URL pittp://192.11.13.60 Supply appropriate login and password credentials when
prompted to do so. After login, amain menu is presented along the left hand side. Click
“Configure Server” from the lower left of this main menu.

The Avaya™ S8700 Media Server has multiple IP interfaces, and the default meanings for the IP
interfaces are used in this sample configuration. The Ethernet 4 interface is the only S8700
Ethernet interface connected to the Extreme Networks equipment in the Head Office. The use of
the Ethernet 4 interface includes system administration and file transfers over the customer’s
network. The server |P addresses assigned in this example are 10.1.4.73 and 10.1.4.74 as shown.
The IP address assigned to the active server (10.1.4.75) can be used to connect to the currently
active server, without needing to know in advance which one of the two serversis active.

System administration through the SAT can only be performed on the active server. Note that
802.1Q VLAN tagging is not turned on in this example for Ethernet 4. The Extreme Networks
Summit 48s ports connected to the S8700 Ethernet 4 ports will be untagged.

While not the focus of these notes, the other interface definitions are also shown in Figure 4.
The private control network(s) connecting the IPSI circuit packs with the Avaya S8700 Media
Servers use control network A and B on Ethernet interfaces O and 3 respectively. Ethernet 1is
dedicated to the services port. Ethernet 2 is aprivate “duplication” link (using a crossover
Ethernet cable) between the two S8700 Media Servers. Communication over this link includes
arbitration of the active / standby status based on the health of the two servers.
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|IP address server2 (sray2-extreme) W =

Subnet mask lm

Speed (Current speed : 100 Megabit full duplex) W

Ethernet 3: Control Network B

IP address server1 (sray1-extreme) ,m

|IP address server2 (sray2-extreme) Im

IP address active server (sray-extreme) lm

Subnet mask ,m

Speed (Current speed : Unknowin) IWI =l
€] Done ‘ ||§l " Internet %

Ethernet 4: Corporate LAN Interface

IP address serveri (sray1-extreme) W

IP address server2 (sray2-extreme) W

IP address active server (sray-extreme) W

Gateway W

Subnet mask lm

Speed (Current speed : 100 Megabit full duplex) W

r  Enable VLAN 802.1q priority tagging

Click CONTINUE to proceed.

Continue About This Screen

&) Done ‘ ‘é |O Internet 7

Figure4: Avaya S8700 Media Server Configuration

4.1.2. Avaya MultiVantage™ Software Configuration

This section presents the relevant configuration of the Avaya MultiVantage Software. The
Avaya MultiVantage SAT screens can be accessed using “telnet 192.11.13.6 5023” from a
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computer connected to services port, or “telnet 10.1.4.75 5023” from a computer on the Ethernet
4 network.

The following illustrates the mapping of node namesto IP addresses. These node names will
appear in other screens, such as the screen defining an H.323 signaling group.

change node-nanes ip Page 1 of 1
| P NODE NAMES
Nane | P Addr ess Nane | P Addr ess
def aul t 0O .0 .0 .O
procr 10 .1 .1 .74
s8300- pr ocr 10 .1 .1 .88
sgl-clan-1 10 .1 .3 .10
sgl -prow -1 10 .1 .3 .13
sray-cl an-1 10 .1 .4 .10
sray-prow -1 10 .1 .4 .13

The following information is entered via“ change ip-interfaces’. Note that the C-LAN and
MEDPRO in the Head Office are assigned to Network Region 1 viathis form.

| P | NTERFACES

Enabl e Net
Eth Pt Type Sl ot Code Sfx Node Nane Subnet Mask Gat eway Address Rgn
y C-LAN 01A04 TN799 D sray-clan-1 255. 255. 255. 0 10 .1 .4 .1 1
s MEDPRO 01A05 TN2302 sray-prow -1 255. 255. 255. 0 10 .1 .4 .1 1

n 255. 255. 255. 0 . .

The snapshot of IP Network Region 1 shown below illustrates the QoS configuration. Page 2 of
this form (not pictured) enables the specification of the IP codec set to be used between region
pairs. For example, intra-region calls on the LAN, and calls using other high bandwidth paths
may use G.711 to optimize for audio quality and minimize MEDPRO resource consumption.
Inter-region calls may be configured to use G.729 to minimize bandwidth consumption over
lower bandwidth connections (e.g., T1 to the Small Office). Although not presented, the
verification of these application notes included inter-region testing using various codec set
attributes.

change i p- network-regi on 1 Page 1 of 2
| P Net wor k Regi on
Regi on: 1
Nane: Head O fice
Audi o Par aneters Direct |IP-1P Audio Connections? y
Codec Set: 1 | P Audi o Hairpinning? vy
Location: 1
UDP Port Range RTCP Enabl ed? y
M n: 2048 RTCP Moni t or Server Paramneters
Max: 3028 Use Default Server Paraneters? y

Di f f Serv/ TOS Par anet er s
Call Control PHB Val ue: 40
Vol P Medi a PHB Val ue: 32
BBE PHB Val ue: 43 Resource Reservation Paraneters
RSVP Enabl ed? n
802. 1p/ Q Enabl ed? n
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The following snapshot illustrates the data modul e administration necessary to enable the C-
LAN.

add dat a- nodul e 20000 Page 1 of 1
DATA MODULE
Dat a Extensi on: 20000 Nane: sray-clan-1
Type: et hernet
Port: 01A0417
Link: 1

H.323 signaling and trunk groups are defined between the Head Office and Large Office, and
between the Head Office and Small Office.

Signaling group 1 creates alink between a C-LAN in an SCC-1 in the Head Office and a C-LAN
in aG600 in the Large Office. Signaling group 1 is associated with trunk group 1. Note that the
far-end network regionis set to 3. The MultiVantage Software will know that calls using this
signaling group should have the characteristics of Region 1 to Region 3 connectivity (e.g., enable
“shuffling” to IP-direct, use the codec defined for Region 1 to Region 3, &tc).

add signaling-group 1 Page 1 of 5
S| GNALI NG GROUP
G oup Number: 1 G oup Type: h.323
Renote Office? n Max number of NCA TSC: 0

Max nunber of CA TSC. 0O
Trunk Group for NCA TSC
Trunk Group for Channel Selection: 1
Suppl enentary Service Protocol: a

Near - end Node Name: sray-clan-1 Far-end Node Nane: sgl-clan-1
Near - end Listen Port: 1720 Far-end Listen Port: 1720
Far-end Network Region: 3
LRQ Required? n Calls Share IP Signaling Connection? y

RRQ Requi red? n
Bypass If I P Threshol d Exceeded? n
Direct |IP-1P Audi o Connections? y
I P Audi 0 Hai r pi nni ng? y

Signaling group 2 creates alink between a C-LAN in an SCC-1 in the Head Office and the
processor Ethernet interface of the Avaya™ S8300 Media Server. Signaling group 2 is
associated with trunk group 2. Note that the far-end network regionissetto 2. The
MultiVantage Software will know that calls using this signaling group should have the
characteristics of Region 1 to Region 2 connectivity (e.g., enable “shuffling” to IP-direct, use the
codec defined for Region 1 to Region 2, etc).
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add signaling-group 2 Page 1 of 5
S| GNALI NG GROUP
Group Number: 2 G oup Type: h.323
Rermote Office? n Max number of NCA TSC. O
Max nunber of CA TSC 0
Trunk Group for NCA TSC
Trunk Group for Channel Selection: 2
Suppl enentary Service Protocol: a

Near - end Node Nane: sray-clan-1 Far-end Node Nane: s8300- procr
Near - end Listen Port: 1720 Far-end Listen Port: 1720
Far-end Network Region: 2
LRQ Required? n Calls Share IP Signaling Connection? vy

RRQ Requi red? n
Bypass If | P Threshol d Exceeded? n
Direct |IP-1P Audi o Connections? y
I P Audi 0o Hairpinning? y

Trunk groups 1 and 2 are configured as follows. A screenshot for trunk group 2 is omitted, since
the parameters for the two trunk groups are nearly identical. Critical parameters include Group
Type=ISDN, Carrier Medium=IP, and a Trunk Access Code (TAC); default values can be
used for most fields. Trunk groups contain “members’ that are used to carry calls, and the
number of simultaneous calls that can be established using atrunk group is equal to the number
of members. In this configuration, an administrator can control the number of VolP calson
inter-region WAN links using trunk group membership. To add an IP trunk group member, the
keyword “ip” istyped in the port field. The Txxxxx numbers shown below are automatically
assigned when the form is submitted, and will appear when the form is re-entered.

change trunk-group 1 Page 1 of 22
TRUNK GROUP

G oup Number: 1 G oup Type: isdn CDR Reports: y
G oup Nanme: To Sgull G600 COR 1 ™: 1 TAC:. 101
Di rection: two-way Cut goi ng Di spl ay? y Carrier Medium |P

Di al Access? y Busy Threshol d: 255 Ni ght Service:

Queue Length: O

Service Type: tie Aut h Code? n TestCall ITC rest

Far End Test Line No:
TestCall BCC. 4
TRUNK PARANVETERS

Codeset to Send Display: 6 Codeset to Send National |Es: 6
Max Message Size to Send: 260 Char ge Advi ce: none
Suppl enentary Service Protocol: a Digit Handling (in/out): enbloc/enbloc
Trunk Hunt: cycli cal S| G Val ue- Added? n
Digital Loss Goup: 13
Cal | i ng Nunmber - Del ete: I nsert: Nunberi ng Format :
Bit Rate: 1200 Synchroni zati on: async Dupl ex: full
Di sconnect Supervision - In? y Qut? n

Answer Supervision Timeout: 0
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TRUNK GROUP

Admi ni stered Menmbers (mi n/nmax): 1/ 24
GROUP MEMBER ASSI GNMENTS Total Admi nistered Menbers: 24
Por t Code Sfx Nane Ni ght Sig Gp
1: TO0001 1
2: T00002 1
3: TO00003 1
4: T00004 1

The command “save translation” must be entered to save the administration performed.

4.2. Extreme Networks Summit 48si Configuration

The Summit 48si will be used for Layer 2 switching only. Note that it is not necessary to enable
bootp relay (e.g., for forwarding | P telephone DHCP requests) when the Summit 48s is
configured for Layer 2 only. Routing will occur on the Alpine switch.

4.2.1. VLAN and Port Configuration

The following commands configureaVLAN “regl-avaya’ that is used for the Avaya S8700
Media Servers, MEDPRO, and C-LAN. Note that the ports connecting to these Avaya server
classinterfaces are all untagged. The uplink to the Alpineis configured for tagging.

create vlan "regl-avaya"

configure vlan "regl-avaya" tag 1014

# No | P address is configured for VLAN regl-avaya.

configure vlan "regl-avaya" add port 1 untagged #S8700 Server
configure vlan "regl-avaya" add port 3 untagged #S8700 Server
configure vlan "regl-avaya" add port 7 untagged #C- LAN

configure vlan "regl-avaya" add port 9 untagged #MEDPRO
configure vlan "regl-avaya" add port 49 tagged #Up-link to Al pine

The following commands establish aVLAN “regl-IP-Telephone” that will be used for the IP
telephonesin the Head Office. ThisVLAN is configured asatagged VLAN on al ports that
may connect to | P telephones (in this case, ports 17-23). The uplink port to the Alpineis aso
added to thisVLAN.

create vlan "regl-1P-Tel ephone”

configure vlian "regl-|P-Tel ephone" tag 1024

# No | P address is configured for VLAN regl-| P-Tel ephone.

configure vlan "regl-I|P-Tel ephone” add port 17-23 tagged

configure vlan "regl-IP-Tel ephone” add port 49 tagged #Up-link to Al pine

The following commands establish aVLAN “regl-PC” that will be used for computers and
workstations, including PCs running the Avaya™ |P Softphone application. The “regl-PC”
VLAN is configured as an untagged VLAN on all ports that may connect to computers or
workstations. Note that these are the same physical ports as the | P tel ephones, since a computer
may optionally be attached directly to an Avaya I P telephone.
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create vlan "regl-PC

configure vlan "regl-PC' tag 1034

# No I P address is configured for VLAN regl-PC

configure vlan "regl-PC' add port 17-23 untagged

configure vlan "regl-PC' add port 49 tagged #Up-link to Al pine

4.2.2. QoS Configuration

The following commands establish the QoS configuration. DiffServ examination is used to
classify traffic on all ports, with the exception of the port connecting to the C-LAN, whichis
directly associated with QP6. (Note that this same configuration can be used for releases prior to
MultiVantage 1.1, when QoS for signaling was first introduced.) The final command in the
sequence causes the Summit 48si switch to set the 802.1p priority to the egress queue number for
the tagged uplink port to the Alpine switch. Since 802.1p examination is“on” by default, no
QoS configuration commands are necessary on the Alpine side for this uplink port.

enabl e di ffserv exam nation ports 1-6

enabl e di ffserv exam nation ports 8-49

configure port 7 qosprofile Q6 # C-LAN port

enabl e dot 1p repl acenent ports 49 # Up-link to Al pine

4.3. Alpine 3808 Configuration

4.3.1. Extreme Networks T1 Module Overview

The Head Office will be linked to the Small Officeusing a T1 interface. The Extreme Networks
T1 module allows the Ethernet network to be extended across the WAN. The WM-4T1i module
has four T1 ports and two 10/100 Ethernet ports. The link protocol on the T1 portsis PPP or
MLPPP (up to four ports can be bonded together for 6 Mbps of total throughput). Encapsulation
over the PPP link can use either BCP or IPCP. BCP (RFC 2878) preserves both 802.1Q and
802.1p across the WAN link. Multiple VLANs may span a single BCP connection. Routing
may be enabled on any or all VLANSs on the BCP connection.

Enabling IPCP (RFC 1332) configures the T1 port (or MLPPP group) as an IP router interface.
In this mode, bridging is disabled and all packets that traverse the link have 802.1Q and 802.1p
information removed. Only one VLAN is allowed on an IPCP enabled link.

BCP encapsulation is flexible and is preferred in most implementations. It allows routing of IP
packets, bridging of all protocols, and preserves VLAN information. IPCP is available as an
alternative for interoperating with devices that do not support BCP encapsulation. BCP isthe
default, and BCP is utilized in the configuration used for these application notes.

4.3.2. VLAN and Port Configuration

The following commands establish aVLAN “reg0l1-avaya’ corresponding to the VLAN with tag
1014 created on the Summit 48si.

create vlan "reg0l-avaya"
config vlan "reg0l-avaya" tag 1014
config vlan "reg0l-avaya" ipaddress 10.1.4.1 255.255.255.0
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config vlan "reg0l-avaya" add port 1:1 tagged # Uplink from Sunmit 48si
enabl e i pforwardi ng vlan "reg0l-avaya"

The following commands establish aVLAN “phones-01" corresponding to the VLAN with tag
1024 created on the Summit 48si switch.

create vlan "phones-01"

config vlan "phones-01" tag 1024

config vlan "phones-01" ipaddress 10.2.4.1 255.255.255.0

config vlan "phones-01" add port 1:1 tagged # Uplink from Sumit 48si
enabl e i pf orwardi ng vl an "phones-01"

The following commands establish aVLAN “wksttn-01" corresponding to the VLAN with tag
1034 created on the Summit 48si.

create vlan "wksttn-01"

config vlan "wksttn-01" tag 1034

config vlan "wksttn-01" ipaddress 10.3.4.1 255.255.255.0

config vlan "wksttn-01" add port 1:1 tagged # Uplink from Sunmit 48si
enabl e i pforwardi ng vlan "wksttn-01"

The following commands establish a VLAN “reg01-reg02” that will be used for a point-point T1
between the Head Office and the Small Office. The T1 port must be enabled. One side of the T1
will be set to internal clock, and the other side of the T1 will clock from the line.

create vlan "reg01-reg02"

config vlan "reg01l-reg02" tag 102

config vlan "reg0l-reg02" ipaddress 10.1.0.1 255.255. 255. 252
config vlan "reg0l-reg02" add port 4:1 tagged # T1 port
enabl e i pforwardi ng vlan "reg0l1-reg02"

enabl e port 4:1

config port 4:1 t1 clock source internal

The following commands establish a VLAN “reg01-bd01-ap01” that will be used for alink
between the Alpine and BlackDiamond switches in the Head Office.

create vlan "reg0l-bd01-ap01”

# No VLAN-ID is associated with VLAN reg01-bd01-ap01.

config vlan "reg01-bd01-ap01" ipaddress 10.1.0.13 255. 255. 255. 252
configure vlan "reg01l-bd01-ap0l1" add port 1:2 untagged # to Bl ackDi anond
enabl e i pforwardi ng vlan "reg01-bd01-ap01”

The following commands establish aVLAN “100” that will be used for loopback. (The loopback
|P address is associated with the OSPF router id).

create vlan "I 00"

# No VLAN-1D is associated with VLAN | 00.

config vlian "l 00" ipaddress 172.16.1.2 255.255. 255. 255
enabl e | oopback-node vl an "I 00"

# No port is associated with VLAN | 00.

enabl e i pforwardi ng vlan "l 00"
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4.3.3. QoS Configuration

By default, 802.1p examination is on for port 1:1, the uplink port from the Summit 48s switch.
DiffServ replacement is enabled for the link to the BlackDiamond and the link to the Small
Office over the T1. Dotlp replacement is also enabled on the link to the BlackDiamond switch.
As per Extreme Networks documentation, 802.1p replacement is enabled (even though thisis an
untagged link) to ensure the DSCP value on egress from the Alpine matches the priority
treatment given by the Alpine.

enabl e diffserv examination ports 1:2 # To Bl ackDi anond
enabl e dot 1p repl acement ports 1:2 # To Bl ackDi anond
enabl e diffserv replacenent ports 1:2 # To Bl ackD anond
enabl e diffserv examination ports 4:1 # T1 to Small O fice
enabl e diffserv replacenent ports 4:1 # T1 to Small O fice

4.3.4. Routing (OSPF) Configuration
The following commands establish the OSPF routing.

config ospf routerid 172.16.1.2
enabl e ospf

config ospf add vlan "regOl-avaya" area 0.0.0.0 passive

config ospf add vl an "phones-01" area 0.0.0.0 passive

config ospf add vlan "wksttn-01" area 0.0.0.0 passive

config ospf add vlan "reg0l-reg02" area 0.0.0.0 |ink-type point-to-point

config ospf add vlan "l 00" area 0.0.0.0
config ospf add vlan "regOl1l-bdO1l-ap0l1l" area 0.0.0.0 |ink-type point-to-point

4.4. BlackDiamond 6808 Configuration

The following sections provide the configuration commands for the BlackDiamond switch in the
Large Office.

4.4.1. VLAN and Port Configuration

The following commands establish aVLAN “r1-r3-gb” for the Gigabit Ethernet link to the Large
Office.

create vlan "rl-r3-gb"

config vlian "r1-r3-gb" tag 124

config vlian "rl1-r3-gb" ipaddress 10.1.0.29 255. 255. 255. 252
config vlian "r1-r3-gb" add port 1:3 tagged

enabl e i pforwarding vlian "r1-r3-gb"

The following commands establish aVLAN “lo0” for |oopback.

create vlan "I 00"

# No VLAN-ID is associated with VLAN | 00.

config vlian "l 00" ipaddress 172.16.1.1 255.255. 255. 255
enabl e | oopback-node vlan "I 00"

# No port is associated with VLAN | 00.

enabl e i pforwardi ng vlan "I 00"
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The following commands establish aVLAN “reg01-dnhcp” for the DHCP/ TFTP server. The
DHCP/ TFTP server computer, which will be connected to port 8:25, has IP address
209.3.78.37.

create vlan "reg0l1-dhcp"

# No VLAN-ID is associated with VLAN reg01-dhcp.

config vlan "reg01-dhcp" ipaddress 209.3.78.1 255.255.255.0
configure vlian "reg0l-dhcp” add port 8:25 untagged

enabl e i pforwardi ng vlan "reg0l1-dhcp"

The following commands establish aVLAN “reg01-bd01-ap01” for the link to the Alpinein the
Head Office.

create vlan "reg0l-bd01-ap01”

# No VLAN-ID is associated with VLAN reg01-bd01-ap01.

config vlan "reg01-bd01-ap01" ipaddress 10.1.0.14 255. 255. 255. 252
configure vlan "reg01l-bd01l-ap0l1" add port 1:1 untagged # To Al pine
enabl e i pforwardi ng vlan "reg0l-bd01-ap0l1”

4.4.2. QoS Configuration

The following commands establish the QoS configuration. Although the commands explicitly
include the port below, Diff Serv examination and replacement can be turned on for all ports by
using the keyword “al” in place of the specific port identifier in the command. In the QoS
verification of these application notes, data traffic generators were used to simulate the Data
Center shown in Figure 1.

enabl e diffserv replacenment ports 1:1 # To Alpine in Head Ofice
enabl e diffserv exam nation ports 1:1 # To Alpine in Head Ofice
enabl e diffserv replacenment ports 1:3 # To Large O fice

enabl e diffserv exam nation ports 1:3 # To Large O fice

enabl e diffserv replacenent ports 8:25 # DHCP Server

enabl e di ffserv exam nation ports 8:25 # DHCP Server

4.4.3. Routing (OSPF) Configuration
The following commands establish the OSPF routing.

config ospf routerid 172.16.1.1

enabl e ospf

config ospf add vlan "regO1l-bdO1l-ap0l1l" area 0.0.0.0 |link-type point-to-point
config ospf add vlan "r1-r3-gb" area 0.0.0.0 |ink-type point-to-point

config ospf add vlan "regO1-dhcp" area 0.0.0.0 passive

config ospf add vlian "l o0" area 0.0.0.0

5. Large Office Configuration

5.1. Avaya™ S8700 Media Server IP Connect Configuration

This section presents configuration steps for the Avaya S8700 Media Server located in the Large
Office. The control network communication between the S8700 Media Server and the IPS| uses
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the Extreme equipment, and the configuration isillustrated. It isassumed that appropriate
license files and authentication files have been installed on the S8700 Media Servers, and that
login and password credentials are available to the reader.

5.1.1. Configuring the Interfaces of the Avaya S8700 Media Server and IPSI

Use the procedure described in section 4.1.1 to access the services port of an Avaya S8700
Media Server. Click “Configure Server” from the lower left of this main menu.

The Avaya S8700 Media Server has multiple IP interfaces, and the default meanings for the IP
interfaces are used in this sample configuration. The Ethernet O control network interfaceis
connected to the Extreme Networks BlackDiamond 6808 switch in the Large Office. The server
IP addresses assigned in this example are 10.1.3.73 and 10.1.3.74 as shown. The IP address
assigned to the active server (10.1.3.75) can be used to connect to the currently active server,
without needing to know in advance which one of the two serversis active. Note that 802.1Q
VLAN tagging is not turned on in this example for Ethernet 0. The Extreme BlackDiamond
switch ports connected to the Ethernet O ports will be untagged.

| 3 Configure Server - Microsoft Internet Explorer mER

File Edit Yiew Favorites Tools Help |

#Back v # ~ @ [ & | @Search LFavorites BHistory | Br &
Address I@ https:#192.11.13.6fcgi-binfcgi_main?w_config? j @G0
Links (IDell CIMEDIA #]Customize Links €1Free Hotmail €1MSN.com €1MSN €lweb Events #€]Radio Station Guide €lwindows Media &lwindows

=
Configure Server
Progress Configure Ethernet Interfaces:
Review Notices
Copy Settings Ethernet 0: Control Network A
Set Identities IP address server1 (sgint1) 10.13.73
Configure Interfaces  |p aqdress server2 (sqint2) floisza
Configure Switches IP address active server (sgint12) foiszs
Set DNS/DHCP
Set Static Routes Gateway 10131
Configure Time Server Subnet mask 256265.256.0

Set Modem Interface

Speed (Current speed : 100 Megabit full duplex) |AUTO SENSE -
Update System

r Enable VLAN 802.1q priority tagging

Ethernet 1: Laptop

IP address 182.11.13.6

Subnet mask 255.255.255.252
Ethernet 2: Server Duplication Link
IP address server1 (sgint1) fleznasis

IP address server?2 (sgint2) flo2111334

Subnet mask [255.266.256.262

Speed (Current speed : 100 Megabit full duplex) |AUTO SENSE -

Click CONTINUE to proceed.

Continue I About This Screen |

While not the focus of these notes, the other interface definitions can also be seen in the screen
capture. Ethernet 1 is dedicated to the services port. Ethernet 2 isa private “duplication” link
(using a crossover Ethernet cable) between the two S8700 Media Servers. Communication over
this link includes arbitration of the active / standby status based on the health of the two servers.
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To configure the IPSI board, connect the computer (already configured with the services IP
address and mask as above) to the services port of the IPSI. Telnet to 192.11.13.6 and supply
appropriate login credentials. The following screenshot illustrates the appropriate commands.

TN2312 IPSI |P Admin Utility

Copyri ght Avaya |nc, 2000, 2001, All
[IPSI]: ipsilogin

Logi n: craft

Passwor d:
[ 1 PADM N] :
WARNI NG !
[ 1 PADM N :
VARNI NG !
[ 1 PADM N] :
[ 1 PADM N] :
[ 1 PADM N] :

Ri ght s Reserved

interface 10.1.3.9 255.255.255.0

network interface will change upon exiting | PADM N
set control gateway 10.1.3.1
The control network interface
set vlan tag off

set diffserv 40

show control interface

set control
The control

wi | | change upon exiting | PADM N

Cont r ol
Cont r ol

Network | P Address = 10.1.3.9

Net wor k Subnet mask = 255. 255. 255.0

Control Network Default Gateway = 10.1.3.1

IPSI is not configured for DHCP | P address admi ni stration

[ PADM N : show gos

QoS val ues currently in use:

VLAN t aggi ng of f
VLAN id : 0
VLAN user priority : 6
Di ffserv val ue 40

5.1.2. Avaya™ MultiVantage Software Configuration

The two screens below show the IPSI configuration as entered viathe MultiVantage SAT. The
SAT may be accessed as described in section 4.1.2. Ensure that IPSI control of port networksis
enabled.

change system paraneters ipserver-interface 1 of 1
| P SERVER | NTERFACE (I PSI) SYSTEM PARAMETERS
SERVER | NFORVATI ON
I PSI
Primary Contr ol
Secondary Contr ol

OPTI ONS

Page

Host Nane Prefi x:
Subnet Address: . . . *
Subnet Address: 198.152.255. 0

Switch Identifier: A

I PSI Control of Port Networks: enabl ed

The following command illustrates the IPSI configuration for the Avaya™ G600 Media Gateway
in the Large Office.

change i pserver-interface 1 Page 1 of 1
| P SERVER | NTERFACE (I PSI) ADM NI STRATI ON - PORT NETWORK 1

Socket Encryption? y

Primary |PSI QoS Par aneters
Location: 1A02 Call Control 802.1p: 6
Host: 10.1.3.9 Call Control DiffServ: 40
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DHCP I D: ipsi-A0la

The following illustrates the mapping of node namesto IP addresses. These node names will
appear in other screens, such as the screen defining an H.323 signaling group.

change node- nanes ip Page 1 of 1
| P NODE NAMES
Nanme | P Address Nanme | P Address

G600- A an 10 .1 .3 .10

G500- Prow er 10 .1 .3 .13

def aul t O .0 .0 .O

procr . . .

s8300- pr ocr 10 .1 .1 .88

s8300- voi p 10 .1 .1 .89

sray-cl an-1 10 .1 .4 .10

sray-prow -1 10 .1 .4 .13

The following information is entered via“ change ip-interfaces’. Note that the C-LAN and
MEDPRO in the Large Office are assigned to Network Region 3 viathis form.

change i p-interfaces Page 1 of 15
I P | NTERFACES
Enabl e Net
Eth Pt Type Sl ot Code Sfx Node Name Subnet Mask Gat eway Address Rgn
y C LAN 01A03 TN799 D G600-d an 255.255.255.0 10 .1 .3 .1 3
y MEDPRO 01A04 TN2302  G600- Prow er 255.255.255.0 10 .1 .3 .1 3
n 255. 255. 255. 0 . .

The following snapshot of the IP Network Region form for Region 3 illustrates the QoS
configuration summarized in Table 3.

change i p- net wor k-regi on 3 Page 1 of 2
| P Net wor k Regi on
Regi on: 3
Name: Large O fice
Audi o Par anet ers Direct IP-1P Audi o Connections? y
Codec Set: 1 | P Audi o Hairpi nni ng? y
Location: 3
UDP Port Range RTCP Enabl ed? vy
M n: 2048 RTCP Monitor Server Paraneters
Max: 3028 Use Default Server Paraneters? y

Di f f Serv/ TOS Par anet er s
Call Control PHB Val ue: 40
Vol P Medi a PHB Val ue: 32
BBE PHB Val ue: 43 Resource Reservati on Paraneters
RSVP Enabl ed? n
802. 1p/ Q Enabl ed? n

The following snapshot illustrates the data modul e administration necessary to enable the C-
LAN.
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add dat a- nodul e 20000 Page 1 of 1
DATA MODULE
Dat a Ext ensi on: 20000 Nane:
Type: et hernet
Port: 01A0317
Link: 1

H.323 signaling and trunk groups are defined between the Large Office and Head Office, and
between the Large Office and Small Office. Signaling group 1 creates alink between a C-LAN
in an Avaya G600 Media Gateway in the Large Officeand aC-LAN in a SCC-1 in the Head
Office. Signaling group 1 isassociated with trunk group 1. Note that the far-end network region
isset to 1. MultiVantage Software will know that calls using this signaling group should have
the characteristics of Region 3 to Region 1 connectivity (e.g., enable “shuffling” to IP-direct, use
the codec defined for Region 3 to Region 1, etc).

add signaling-group 1 Page 1 of 5
S| GNALI NG GROUP
G oup Number: 1 G oup Type: h.323
Renote O fice? n Max number of NCA TSC. 0

Max nunber of CA TSC. O
Trunk Group for NCA TSC
Trunk Group for Channel Selection: 1
Suppl enentary Service Protocol: a

Near - end Node Nanme: G600-Cl an Far-end Node Nane: sray-clan-1
Near-end Listen Port: 1720 Far-end Listen Port: 1720
Far-end Network Region: 1
LRQ Requi red? n Calls Share | P Signaling Connection? y

RRQ Requi red? n
Bypass If | P Threshol d Exceeded? n
Direct |IP-1P Audi o Connections? y
I P Audi 0o Hairpi nni ng? y

Signaling group 3 creates alink between a C-LAN in an Avaya G600 Media Gateway in the
Large Office and the processor Ethernet interface of the Avaya™ S8300 Media Server.
Signaling group 3 is associated with trunk group 3. Note that the far-end network region is set to
2. MultiVantage Software will know that calls using this signaling group should have the
characteristics of Region 3 to Region 2 connectivity.

add signal i ng-group 3 Page 1 of 5
S| GNALI NG GROUP
G oup Number: 1 G oup Type: h.323
Renote Office? n Max number of NCA TSC: 0

Max nunber of CA TSC. O
Trunk Group for NCA TSC
Trunk Goup for Channel Selection: 3
Suppl enentary Service Protocol: a

Near - end Node Name: G600-d an Far-end Node Nane: s8300- procr
Near-end Listen Port: 1720 Far-end Listen Port: 1720
Far-end Network Region: 2
LRQ Requi red? n Calls Share | P Signaling Connection? y

RRQ Requi red? n
Bypass If | P Threshol d Exceeded? n
Direct |IP-1P Audi o Connections? y
I P Audi 0 Hai r pi nni ng? y
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The considerations for the definition of trunk groups 1 and 3 are the same as those presented
previously in Section 4.1.2. The command “ save translation” must be entered to save the
administration performed.

5.2. Summit 48i

The Summit 48i switch in the Large Officeis configured for Layer 2 switching only. Routing
interfaces are established at the Summit 5i aggregation layer.

5.2.1. VLAN and Port Configuration

The following commands establish aVLAN “reg03-ph01” for the IP telephonesin the Large
Office. Notethat all ports could have been added as “tagged” in a single command, but two
commands are shown to distinguish the access and uplink ports.

create vlan "reg03-ph01"

configure vlan "reg03-ph0l1l" tag 1023

# No | P address is configured for VLAN reg03-phO1.

configure vlan "reg03-ph0l1" add port 1-48 tagged # Access Ports
configure vlan "reg03-ph01" add port 49-50 tagged # Uplink Ports to 5i’s

The following commands establish a VLAN “reg03-ws01” for the computers and workstations in
the Large Office. Both the tagged phone VLAN as well as the untagged workstation VLAN are
configured for the same ports. This alows an IP telephone, a computer, or an IP telephone with
an attached computer to connect to any of the access ports.

create vlan "reg03-ws01"

configure vlan "reg03-ws01" tag 1033

# No | P address is configured for VLAN reg03-wsO01.

configure vlan "reg03-ws01" add port 1-48 untagged # Access Ports
configure vlian "reg03-ws01" add port 49-50 tagged # Uplink Ports to 5i’'s

5.2.2. QoS Configuration

The following commands establish the QoS configuration. In short, DiffServ will be examined
on al portsfor ingress classification. On uplink egress to the Summit 5i switch ports, 802.1p
remarking is used to ensure the 802.1p value sent to the Summit 5i switch matches the egress
gueue number.

enabl e diffserv exam nation ports all
enabl e dot 1p repl acenent ports 49-50

5.3. Top Summit 5i

The Large Office introduces Summit 5i aggregation switches and the Extreme Standby Router
Protocol (ESRP).

ESRP isaprotocol commonly used in enterprise networks built with Extreme Networks
equipment. It provides redundant default gateway support and Layer 2 loop protection for hosts
attached to a given Layer 2 domain. ESRP would commonly be used as a replacement for VRRP
and STP at the access edge. Within aLayer 2 domain (VLAN), ESRP-enabled devices share a
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virtual MAC address and a virtual IP address, both of which are used by attached hosts as the
next-hop for datagrams that must be routed out of the domain. PDU exchanges allow each
ESRP-enabled device to make an independent decision regarding which device should be the
master and which should be the slave for a given Layer 2 domain. The master device allows
forwarding on all virtual ports within the domain and advertises the shared virtual IP address into
the upstream IP routing domain. The slave device blocks forwarding on al virtual ports within
the domain and administratively disables the router interface for the domain so that the shared
virtual IP addressis not advertised. Many parameters are available for determining mastership,
including number of active portsin the domain, upstream gateway reachability, route table
entries, environmental conditions, user-configured priority, and physical MAC address. More
information on the behavior and configuration of ESRP is available in the ExtremeWare 6.2
Software User Guide.

In the Large Office of Figure 1, two Summit 5i switches are configured as ESRP-enabled
redundant gateways for devices attached to the Layer-2 Summit 48i edge device. Two Layer 2
domains exist on the edge device, one for workstations (VLAN reg03-ws01) and one for IP
telephones (VLAN reg03-ph01). Asistypica inan enterprise scenario, ESRP priority values are
manipulated such that each gateway would serve as the default master for one of the Layer 2
domains, thus achieving a measure of traffic load balancing.

5.3.1. VLAN and Port Configuration

The following commands establish aVLAN “reg03-ph01” for the IP telephonesin the Large
Office, corresponding to VLAN tag 1023 established on the Summit 48i.

create vlan "reg03-ph0O1"

configure vlan "reg03-ph0l" tag 1023

configure vlan "reg03-ph0l1" ipaddress 10.2.3.1 255.255.255.0

# Note: the above command can be abbrevi ated con reg03-phOl1l ip 10.2.3.1/24
configure vlan "reg03-ph0l1" add port 2 tagged # Uplink from Summt 48
configure vlan "reg03-ph0l1" add port 14 tagged # To Bottom Sunmit 5

enabl e i pforwardi ng vlan "reg03-ph01"

# Note: the above command can be abbreviated omitting vlan and quotes

The following commands establish aVLAN “reg03-ws01” for the workstations and computersin
the Large Office, corresponding to VLAN tag 1033 established on the Summit 48i.

create vlan "reg03-ws01"

configure vlan "reg03-ws01" tag 1033

configure vlian "reg03-ws01" ipaddress 10.3.3.1 255.255.255.0

configure vlan "reg03-ws01" add port 2 tagged # Uplink from Summit 48
configure vlan "reg03-ws01" add port 14 tagged # To Bottom Summit 5i
enabl e i pforwardi ng vlan "reg03-ws01"

The following commands establish aVLAN “reg03-bd01” for the uplink to the BlackDiamond
switch.

create vlan "snD1-bdO1"
configure vlan "snD1-bd01" tag 1117
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configure vlan "snD1-bd01" ipaddress 10.1.0.18 255. 255. 255. 252
configure vlan "snD1-bd01" add port 1 tagged # Uplink to Bl ackD anmond
enabl e i pforwardi ng vl an "snD1-bdO1"

The following commands establish aVLAN “sm01-sm02” for the link between the upper
Summit 5i and lower Summit 5i.

create vlan "snD1-snD2"

# No VLAN-ID is associated with VLAN snD1-snD2.

configure vlan "snD1-snD2" ipaddress 10.1.0.25 255. 255. 255. 252
configure vlan "snD1l-snD2" add port 13 untagged

enabl e i pforwardi ng vlan "snD1-snmD2"

The following commands establish aVLAN “lo0” for the loopback.

create vlan "I 00"

# No VLAN-ID is associated with VLAN | 00.

configure vlian "l 00" ipaddress 172.16.1.33 255. 255. 255. 255
enabl e | oopback-node vl an "I 00"

# No port is associated with VLAN | 00.

enabl e i pforwarding vlan "I 00"

5.3.2. QoS Configuration

The following commands establish the QoS configuration. By default, the 802.1p priority value
isexamined for ingress classification from the Summit 48i switch. DiffServ examination is not

enabled for this port. For al other ports, Diff Serv examination, and 802.1p and DiffServ
replacement are configured.

enabl e di ffserv exam nation ports 1 # I ngress from Bl ackDi anond
enabl e diffserv replacenent ports 1 # Egress to Bl ackDi amond
enabl e dot 1p repl acenent ports 1 # Egress to Bl ackDi anond

enabl e diffserv repl acenment ports 2 # To Summit 48i, not strictly necessary
enabl e dot 1p repl acenent ports 2 # To Summit 48i, not strictly necessary

enabl e diffserv exam nation ports 13-14 # Links to Lower Sunmit b5i
enabl e diffserv replacement ports 13-14 # Links to Lower Sunmit bi
enabl e dot 1p repl acenent ports 13-14 # Links to Lower Summit 5

5.3.3. Routing (OSPF) Configuration
The following commands establish the OSPF configuration.

create ospf area 0.0.0.0

configure ospf routerid 172.16. 1. 33

enabl e ospf

configure ospf add vlan "reg03-ph01" area 0.0.0.0 passive

configure ospf add vlan "reg03-ws01" area 0.0.0.0 passive

configure ospf add vlan "snD1-bd01" area O. i nk-type point-to-point

0.0.0 |
configure ospf add vlan "snD1l-snD2" area 0.0.0.0 |ink-type point-to-point
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5.3.4. ESRP Configuration

The following commands establish the ESRP configuration. Of particular interest in the
configuration are the commands used to set priority (config <vlan> esrp priority <pri>) and the
commands that configure ESRP to track the state of an uplink VLAN (config <vlan> add track-
vlan <uplink>). If @l other parameters are equal, the ESRP neighbor with the highest priority on
agiven VLAN will be the master for that VLAN. Thus, in this configuration, the top Summit 5i
switch will be the master for reg03-ph01 (20 > 10), and the slave for reg03-ws01 (10 < 20).
Adding atracked VLAN allows each switch to monitor its upstream link to the rest of the
network and relinquish the ESRP mastership if that link should go down. In this example, the
VLAN sm01-bdO1 is the upstream link from the top Summit 5i switch to the rest of the network.
If that link should go down, the top Summit 5i switch would transition to slave state for reg03-
phO1 and the bottom Summit 5i switch would assume mastership for both VLANSs. Other
examples of events that would cause an ESRP state transition include:

» Power failureto one of the Summit5i switches,

» Lossof link between one of the Summit5i switches and the access edge device and

e Manua adjustment of the ESRP priorities on the Summit5i switches.

configure vlan "reg03-ph0l1" esrp priority 20
configure vlan "reg03-ph01" add track-vlan snD1-bd01
configure vlan "reg03-ws01" esrp priority 10
configure vlan "reg03-ws01" add track-vlan snD1-bd01
enabl e esrp vlan "reg03-ph0O1"

enabl e esrp vlan "reg03-ws01"

5.3.5. Viewing The Configuration

In the output of the “show vian” command, note that the top Summit 5i switch isthe ESRP master
for the IP telephone VLAN reg03-ph01, and the ESRP slave for the workstation VLAN reg03-
ws01.

reg03-snD1: 1 # show vl an

Nane VI D Protocol Addr Fl ags Prot o Super Ports STPs
snmD1- bd01 1117 10.1.0. 18 /30 ----- f--o0-- ANY 1/ 1 0

| 00 4092 172.16. 1. 33 /32 -L---f--0-- ANY o0 0 O
snmD1-snD2 4091 10.1.0. 25 /30 ----- f--o0-- ANY 1/ 1 0
reg03-ph01 1023 10.2.3.1 /24 M---f--o0-- ANY 2l 2 O
reg03-ws01 1033 10.3.3.1 /24 E----f--0-- ANY 2l 2 0

Fl ags : M-ESRP Master, E=ESRP S|l ave, G=GVRP Enabl ed, L=Loopback Enabl ed
S=Super VI an, s=SubVl an, R=SubVLAN | P Range Confi gured
C=Domai n- mast er Vl an, c=Domai n- nenber VI an, v=VRRP Enabl ed
f=I P Forwardi ng Enabl ed, n¥lPnt Forwardi ng Enabl ed
r=RI P Enabl ed, 0=0SPF Enabl ed, p=PlI M Enabl ed, d=DVMRP Enabl ed
X=1 PX RI P Enabl ed, P=I PX SAP Enabl ed
N=GNS Reply Enabl ed, 2=I PX Type 20 Forwardi ng Enabl ed
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5.4. Bottom Summit 5i

5.4.1. VLAN and Port Configuration

The VLANS “reg03-ph01” and “reg03-ws01” can be established using the identical commands
presented for the top Summit 5i in section 5.3.1.

The following commands establish a VLAN *sm02-bd01” for the uplink to the BlackDiamond
switch.

create vlan "snD2- bd01"

configure vlan "snD2-bd01" tag 1121

configure vlan "snD2-bd01" ipaddress 10.1.0.22 255. 255. 255. 252
configure vlan "snD2-bd01" add port 1 tagged # Uplink to Bl ackDi anond
enabl e i pforwardi ng vlan "snD2-bd01"

The following commands establish aVLAN *“sm02-sm01” for the (routed) link between the
lower Summit 5i and upper Summit 5i switches.

create vlan "snD2-snD1'

# No VLAN-ID is associated with VLAN snD2-snD1.

configure vlan "snD2-snD1" ipaddress 10.1.0.26 255.255. 255. 252
configure vlan "snD2-snD1" add port 13 untagged

enabl e i pforwardi ng vlan "snD2-snD1"

The following commands establish aVLAN “lo0” for the loopback.

create vlan "I 00"

# No VLAN-1D is associated with VLAN | 00.

configure vlian "l 00" ipaddress 172.16.1.34 255. 255. 255. 255
enabl e | oopback-node vl an "I 00"

# No port is associated with VLAN | 00.

enabl e i pforwarding vlan "I 00"

5.4.2. QoS Configuration

The following commands establish the QoS configuration. By default, the 802.1p priority value
is examined for ingress classification from the Summit 48i switch. DiffServ examination is not
enabled for thisport. For all other ports, Diff Serv examination, and DiffServ and 802.1p
replacement are configured.

enabl e diffserv exam nation ports 1 # I ngress from Bl ackDi anond
enabl e diffserv replacenment ports 1 # Egress to Bl ackDi anond

enabl e dot 1p repl acenent ports 1 # Egress to Bl ackDi anond
enabl e diffserv replacenment ports 2 # To Summit 48i, not strictly necessary
enabl e dot 1p repl acenent ports 2 # To Summit 48i, not strictly necessary

enabl e diffserv exam nation ports 13-14 # Links to Lower Summit 5
enabl e diffserv replacenent ports 13-14 # Links to Lower Summit 5
enabl e dot 1p repl acenent ports 13-14 # Links to Lower Summit 5
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5.4.3. Routing (OSPF) Configuration
The following commands establish the OSPF configuration.

configure ospf routerid 172.16.1.34

enabl e ospf

configure ospf add vlan "reg03-ph01" area 0.0.0.0 passive
configure ospf add vlan "reg03-ws01" area 0.0.0.0 passive
configure ospf add vlan "snD2-bd01" area 0.0.0.0
configure ospf add vlan "snD2-snD1" area 0.0.0.0
configure ospf add vlan "l 00" area 0.0.0.0

i nk-type point-to-point

I
i nk-type point-to-point

5.4.4. ESRP Configuration
The following commands establish the ESRP configuration.

configure vlan "reg03-ph0l" esrp priority 10
configure vlan "reg03-ph01" add track-vlan snD2-bd01
configure vlan "reg03-ws01" esrp priority 20
configure vlan "reg03-ws01" add track-vlan snD2-bd01
enabl e esrp vlan "reg03-ph01"

enabl e esrp vlan "reg03-ws01"

5.4.5. Viewing The Configuration

In the output of the “show vian” command, note that the bottom Summit 5i is the ESRP master for
the workstation VLAN reg03-ws01, and the ESRP slave for the IP telephone VLAN reg03-ph01.

reg03-snD2: 1 # show vl an

Nane VI D Protocol Addr Fl ags Prot o Super Ports STPs
snmD2- bd01 1121 10.1.0.22 /30 ----- f--0-- ANY 1/ 1 0

| 00 4092 172.16.1. 34 /32 -L---f--0-- ANY o0 0 oO
snmD2-snD1 4091 10.1.0. 26 /30 ----- f--o0-- ANY 1/ 1 0
reg03-ph01 1023 10.2.3.1 /24 E----f--o0-- ANY 2l 2 O
reg03-ws01 1033 10.3.3.1 /24 M---f--0-- ANY 2l 2 0

Fl ags : M=ESRP Master, E=ESRP Sl ave, G=GVRP Enabl ed, L=Loopback Enabl ed
S=Super VI an, s=SubVl an, R=SubVLAN | P Range Confi gured
C=Donai n- mast er VI an, c=Donai n- nenber VI an, v=VRRP Enabl ed
f=I P Forwardi ng Enabl ed, n¥l Pnt Forwardi ng Enabl ed
r=RI P Enabl ed, 0=0SPF Enabl ed, p=PlI M Enabl ed, d=DVMRP Enabl ed
X=1 PX RI P Enabl ed, P=I PX SAP Enabl ed
N=GNS Reply Enabl ed, 2=IPX Type 20 Forwardi ng Enabl ed

5.5. BlackDiamond 6808

5.5.1. VLAN and Port Configuration

The following commands establish a VLAN “reg03-avaya’ that will be used for the Avaya
S8700 Media Servers, IPSI, C-LAN, and MEDPRO. These server class ports will be untagged;
DiffServ examination and port level priorities will be established later for QoS.

create vlan "reg03-avaya"
config vlan "reg03-avaya" tag 1013
config vlan "reg03-avaya" ipaddress 10.1.3.1 255.255.255.0
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configure vlan "reg03-avaya" add port
configure vlan "reg03-avaya" add port
configure vlan "reg03-avaya" add port
configure vlan "reg03-avaya" add port
configure vlan "reg03-avaya" add port
enabl e i pforwardi ng vlan "reg03-avaya"

unt agged # S8700 Server
unt agged # S8700 Server
unt agged # | PSI

unt agged # C- LAN

unt agged # MEDPRO

©9 ©9 &) ) €8
aOhWN R

The following commands establishaVLAN “r3-r1-gb” that will be used for the link to the
BlackDiamond switch in the Head Office.

create vlan "r3-r1-gb"

config vlian "r3-rl-gb" tag 124

config vlian "r3-r1-gb" ipaddress 10.1.0.30 255.255. 255. 252
config vlian "r3-rl-gb" add port 1:3 tagged

enabl e i pforwarding vlian "r3-r1-gb"

The following commands establish aVLAN “bd01-sm01” that will be used for the link between
the BlackDiamond and the top Summit 5i switches.

create vlan "bd01-snD1"

config vlan "bd01-smD1" tag 1117

config vlan "bd01-snmD1" ipaddress 10.1.0.17 255. 255. 255. 252
config vlan "bd01-snmD1" add port 1:1 tagged # To Top Summit 5
enabl e i pforwardi ng vlan "bd01-snmD1"

The following commands establish a VLAN “bd01-sm02” that will be used for the link from the
BlackDiamond to the bottom Summit 5i.

create vlan "bd01-snmD2"

config vlan "bd01-snmD1" tag 1121

config vlan "bd01-snmD2" ipaddress 10.1.0.21 255. 255. 255. 252
configure vlan "bd01-snD2" add port 1:2 tagged

enabl e i pforwardi ng vlan "bd01-snmD2"

The following commands establish aVVLAN “lo0” for the loopback.

create vlan "I 00"

# No VLAN-ID is associated with VLAN | 00.

configure vlian "l 00" ipaddress 172.16.1.32 255. 255. 255. 255
enabl e | oopback-node vl an "I 00"

# No port is associated with VLAN | 00.

enabl e i pforwardi ng vlan "I 00"

5.5.2. QoS Configuration

The following commands establish the QoS configuration. In summary, DiffServ is examined
for al ports except the port connecting the C-LAN. Note that this same configuration can be
used for releases prior to MultiVantage 1.1, the first to support QoS for C-LAN signaling.
DiffServ and 802.1p replacement are enabled for all ports.

enabl e di ffserv exam nation ports 1:1 # Ingress from Top Sunmit 5i
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enabl e di ffserv exam nation ports 1:2 # Ingress fromBottom Summit 5
enabl e di ffserv exam nation ports 1:3 # Ingress fromHead O fice BD
enabl e diffserv exanmination ports 8:1-8:2 # |Ingress from S8700 Servers
enabl e diffserv exam nation ports 8:3 # I ngress from | PS|

enabl e di ffserv exam nation ports 8:5 # | ngress from MEDPRO

configure port 8:4 qosprofile QP6 # Port level priority for C LAN
enabl e di ffserv replacenent ports all # Remark on egress to all ports
enabl e dot 1p repl acenent ports all # Remark on egress to all ports

5.5.3. Routing (OSPF) Configuration
The following commands establish the OSPF configuration.

configure ospf routerid 172.16. 1. 32
enabl e ospf

config ospf add vlan "reg03-avaya" area 0.0.0.0 passive

config ospf add vlian "r1-r3-gb" area 0.0.0.0 |ink-type point-to-point
config ospf add vlan "l 00" area 0.0.0.0
config ospf add vlan "bdO1l-snD1" area O.
config ospf add vlan "bdO01l-snD2" area O.

i nk-type point-to-point

0.0.0 I
0.0.0 link-type point-to-point

6. Small Office Configuration

6.1. Configuration of the Avaya™ G700 Media Gateway

This section illustrates the steps necessary to configure the network identities of the following
components within the G700 Media Gateway:

» AvayaP330 stack processor (resident on the G700 Media Gateway)
* G700 Media Gateway Processor (MGP)
* VolPv0 Module resident on the G700 Media Gateway motherboard

It is assumed the reader has login and password credentials to access the G700 Media Gateway.

6.1.1. Configuring the P330 Stack on the Avaya G700 Media Gateway

Connect a COM port on a computer to the console port on the lower right corner of the G700
Media Gateway using a console port cable. Launch aterminal emulation program using
appropriate connect parameters (i.e., COM 1, 9600 bps, no parity, 8 databits, 1 stop bit). Press
return, and the login prompt will appear. Upon login, a welcome banner for the P330 similar to
the following will be seen.

Wel cone to P330
SWversion 3.8.2

While interacting with the P330 command line interface (CLI), help is available by using the
keyword “help” at any point in acommand. The help system is hierarchical. For example,
“help”, “show help”, and "show ip help” are all valid for displaying increasingly narrow help
responses. The format of the prompt is “Hostname-Stack number(mode)”. In the output shown
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below, the “hostname” is“Cajun_P330”, and the stack number is 1. Enter configure mode by
issuing the command “configure”.

Assign |P parameters to the P330 stack processor using the “ set interface” command. The syntax
of the command is “set interface inband <vlan> <ip-addr> <netmask>".

Caj un_P330-1(configure)# set interface inband 1 10.1.1.86 255.255.255.0

Managenment VLAN nunber set to 1
Interface inband | P address set.
You nust reset the device in order for the change to take effect.

As the command response indicates, a reset must be performed for the change to take effect.

Caj un_P330-1(configure)# reset

This command will force a switch-over to the naster nodul e
and di sconnect your telnet session

*** Reset *** - do you want to continue (Y N)? vy

Connection closed by foreign host.

Re-login using the login credentials previously supplied. The *show interface inband” command
can be used to verify the IP parameters.

Caj un_P330-1(configure)# show interface inband
Interface Nane VLAN | P address Net mask

i nband 1 10.1.1. 86 255, 255.255. 0

The IP route for the P330 stack will now be set, using the command syntax “set ip route
<destination> <gateway>". It isnot necessary to reset the stack after setting the IP route with
the command below. In the example network, the gateway addressis the 10.1.1.1 address on the
Extreme Networks Alpine 3808.

Caj un_P330-1(configure)# set ip route 0.0.0.0 10.1.1.1
destination = 0.0.0.0 gateway = 10.1.1.1
ROUTE NET TABLE

destination gat eway flags Refcnt Use I nterface
0.0.0.0 10.1. 1.1 3 0 0 se0
10.1.1.0 10.1.1.86 1 1 18 se0
127.1.1.0 127.1.1.1 1 5 580 sel

ROUTE HOST TABLE

destination gat eway flags Refcnt Use Interface
127.0.0.1 127.0.0.1 5 2 9 | 00
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The output of the prior command includes IP addresses that begin with 127. These addresses are
used internally within the G700 Media Gateway.

6.1.2. Configuring the Avaya™ G700 Media Gateway Processor (MGP)

The next step is to interact with the command line interface (CL1) of the G700 Media Gateway
Processor (MGP) to assign IP parameters. The MGP CLI can be accessed viathe “session mgp”
command from the P330 stack; no new authentication is necessary. The MGP can aso be
accessed directly from the IP network once | P settings have been assigned to the MGP.

Caj un_P330-1(configure)# session ngp

Enter configuration mode using the “configure” command.

Wel cone to Medi a Gateway Processor
FW versi on 02
MG ??7?-1(super)# configure
MG ???-1(configure)#

The format of the prompt is “Hostname-Media Gateway number-Stack Number (mode)#”. In
the examples shown, the hosthameis MG. The hostname can be changed, if desired, using “ set
hostname’. The Media Gateway number will be shown as question marks until the gateway has
registered with its controller (i.e., the Avaya S8300 Media Server in this configuration). Once
registered, the prompt will show the media gateway number administered within the Avaya
S8300 Media Server. The stack number is shown as 1 because thisisasingle (i.e., not stacked)
Avaya G700 Media Gateway.

While interacting with the G700 MGP CLI, help is available by using the keyword help at any
point inacommand. For example, “help”, “set help”, and " set interface help” are all valid for
displaying increasingly narrow help responses.

The command “ set interface mgp <vlan> <ip> <netmask>" can be used to set the IP parameters
for the G700 Media Gateway Processor as follows:

MG ???-1(configure)# set interface nmgp 1 10.1.1.87 255.255.255.0
The change will take effect after reboot.

MG ???- 1(confi gure)#

Asindicated, areset must be performed for the address assignment to take effect:

Mz ??7?-1(configure)# reset ngp

This command will performa hard reset.
Do you want to continue (Y/N? vy

Connection cl osed by foreign host.
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The MGP reset will end the “session mgp” started from the P330 stack CLI. Wait a short time
(e.g., one minute) to allow the MGP reset to complete, and then use the * session mgp” command
to reconnect to the MGP CLI. Usethe “configure” command to return to configure mode.

Verify the MGP configuration using the command “ show interface mgp”.

MG ???-1(configure)# show interface nmgp

OPERATI ONAL STATE: -- Currently in use --
| NTERFACE SRC VLAN | P ADDRESS NETMASK MAC ADDRESS
ngp S 1 10.1.1. 87 255. 255. 255. 0 00- 04- OD- 02- 06- 7A

The commands shown below assign and verify an IP route within the MGP. The command
syntax is “ set ip route <destination> <netmask> <gateway>". The“0.0.0.0” addressesin the
command imply a default gateway.

MG ???-1(configure)# set ip route 0.0.0.0 0.0.0.0 10.1.1.1

MG ???-1(configure)# show ip route ngp

DESTI NATI ON MASK GATEWAY | NTERFACE  (F/ T/ U)
0.0.0.0 0.0.0.0 10.1.1.1 mot f ecO (3/ 0/ 0)
10.1.1.0 255. 255. 255. 0 10.1.1.87 mot f ecO (101/ 0/ 0)

6.1.3. Configuring the VoIP Module on the Avaya G700 Media Gateway

The next step assigns an |P address to the integral voice-over-IP (VolP) component resident on
the Avaya G700 Media Gateway motherboard. ThisVolP component isidentified as“voip vO”
to differentiate it from any (functionally equivalent) MM 760 VolP MediaModulesinstalled in
the media module bays (v1-v4). The VolP v0 has a function analogous to the TN2302AP IP
Media Processor circuit pack. The following command assigns an |P addressto “voip vO”.

MG ???-1(configure)# set interface voip vO 10.1.1.89

The following command can be used to verify the Vol P vO interface configuration.

MG ???-1(configure)# show i nterface voip v0

OPERATI ONAL STATE: -- Currently in use --
| NTERFACE SRC VLAN | P ADDRESS NETMASK MAC ADDRESS
voi p-v0 S 1 10.1.1.89 255. 255, 255. 0 00- 04- OD- 02- 20- 7A

Before exiting the MGP, use the “show system” command, and write down the reported serial
number (shown in bold). This serial number will be required when the media gateway is added
at the Avaya S8300 Media Server SAT administration interface.

Mz ??7?-1(configure)# show system

Serial No : 01DR11131336
Model No . Groo
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6.2. Configuration of the Avaya™ S8300 Media Server

This section presents configuration steps for the Avaya S8300 Media Server located in the Small
Office. It isassumed that an appropriate license file and Avaya authentication file have been
installed on the server, and that login and password credentials are available to the reader.

The IP identity of the Avaya S8300 Media Server is configured using aweb interface that is
similar to the S8700 Media Server web interface. To access the web interface, use a crossover
Ethernet cable to connect a computer to the services port of the Avaya S8300 Media Server,
located in slot 1 on the left side of the Avaya G700 Media Gateway. Follow the procedures of
section 4.1.1 to access the interface.

After login, amain menu is presented along the left hand side. Click “Configure Server” from
the lower left of this main menu. The instructions on the web screens are self-explanatory, and
the relevant screen for |P address assignment is shown below.

A Configure Server - Microsoft Internet Explorer H=
M File Edit View Favorites Tools Help ‘I
“Back v + - @ [1 & Usearch CiFavortes History | Gow &
Address |@ hittps:/7192.11.13.6/cgi-bin/cgi_mainw_config? j @G
Links (IDel CIMEDIA €1Customize Links €1Free Hotmail €1MSN.com €IMSN €1web Events €]Radio Station Guide €lwindows Media €lwindows

Configure Server

Progress Configure Ethernet Interfaces:

Review Notices

Copy Settings Ethernet 0: Laptop

Set Identities IP address 192.11.13.6

Configure Interfaces  Subnet mask 255.255.255.252
Configure Switches
Set DNS/DHCP

Set Static Rautes Ethernet 1: Control Network
Configure Time Server .
IP address server1 (s8300-icc 10.1.1.88
Set Modem Interface ¢ )
Update System Gateway 10.1.1.1
Subnet mask 255.255.255.0

Speed (Current speed : 100 Megabit full duplex) |AUTO SENSE -

Click CONTINUE to proceed.

Continue About This Screen

The next series of steps are performed through the MultiVantage SAT interface. When
prompted, supply an appropriate login and password to login to the SAT. There are avariety of
ways to access the SAT login prompt. These include, but are not limited to:

* Using “telnet 192.11.13.6 5023" from the computer connected to the services port of the
Avaya S8300 Media Server. Using 5023 as an argument to telnet brings the user directly
to the SAT without presenting the Linux command line interface. 1f 5023 is omitted from
the telnet command, ssimply type “sat” from the Linux prompt.

» Using telnet to the IP address just assigned to the Avaya S8300 Media Server from the
customer’s network (e.g., telnet 10.3.3.88 5023). This approach would not use the direct
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connection to the services port, but rather could be performed from a computer connected
to the data network with accessto 10.1.1.88.

The Avaya S8300 Media Server’s processor Ethernet interface must be enabled. Using “change
ip-interfaces’, ensure that the processor Ethernet is enabled and contains the IP information
previously configured through the web interface. The IP address and Gateway address are stored
in aconfiguration file, and are displayed, but not entered, using the command below.

change i p-interfaces Page 1 of 15
| P | NTERFACES
Enabl e Net
Eth Pt Type Sl ot Code Sfx Node Name Subnet Mask Gat eway Address Rgn
y PROCR 10 .1 .1 .88 255.255.255.0 10 .1 .1 .1 2
n 255, 255. 255. 0 . .

The next step adds the media gateway, using the command “add media-gateway x” where x will
be the media gateway number. Thisisthe media gateway number that will appear in the G700
MGP command prompt, once the gateway has registered.

The Identifier field (in bold) must be populated with the Serial Number of the G700 Media
Gateway. Thisisthe serial number the reader was asked to note using the “ show system”
command from the G700 MGP CLI. The IP Addressisadisplay only field that is not assigned
viathe SAT. The IP addressfield will contain data after the media gateway has registered with
the Avaya S8300 Media Server asits controller.

The following snapshot of the “ change media-gateway 1" command was issued after the G700
Media Gateway had registered. Note that the media gateway isin network region 2.

change nedi a- gateway 1 Page 1 of 1
MEDI A GATEVAY
Number: 1
Name: Small OFfice Identifier: 01DR11131336
IP Address: 10 .1 .1 .87 MAC Address: 00:04:0d: 02: 06: 7a
Net wor k Regi on: 2 Location: 2
Site Data: Regi stered? y

Sl ot Modul e Type
V1: IIEE
V2: dcp
V3: anal og
VA4:

The following “change station” screenshot is provided to illustrate port addressing for Avaya
G700 Media Gateway ports. The port 001v201 (shown in bold below) has the following
meaning. The 001 is the media gateway number. When entering datain a port field, you need
only type 1v201. The“v2" isthe dot location (i.e., media module bay number) within the
gateway, and the “01” isthe port on this media module. Note that the prior command shows a
DCP mediamodule (MM712) in slot 2.
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change station 41501 Page 1 of 4

STATI ON
Ext ensi on: 45100 Lock Messages? n BCC:. 0
Type: 6402D Security Code: ™ 1
Port: 001VvV201 Coverage Path 1: COR 1
Nane: Sanpl e DCP Coverage Path 2: cos: 1

Hunt-to Station:

The SCC-1 and G600 Media Gateway contain TN2302AP circuit packs for |P media processing.
In contrast, the G700 Media Gateway has |P media processing integrated on the motherboard
(with the option to expand capacity via MM 760 media modules). Whereas the SCC-1 and G600
contain TN799 C-LAN circuit packs for terminating H.323 signaling connections, H.323
signaling connections are terminated directly on the processor Ethernet interface of the Avaya
S8300 Media Server. It isnot necessary to add a data module as part of the administrative steps
(aswould be the case for a C-LAN).

In this sample configuration, Avaya I P telephones in the Small Office can register with IP
address 10.1.1.88. Thisisthe IP address of the Avaya S8300 Media Server, assigned using the
“Configure Server” web tool. Using the same procedures presented in Sections 4 and 5, one
H.323 signaling group is established between the Avaya S8300 Media Server and aC-LAN in
the Head Office, and another H.323 signaling group is established between the Avaya S8300
Media Server and aC-LAN in the Large Office. The IP address of the S8300 processor Ethernet
interface is automatically assigned the node name “procr”. This node name is used as the * near-
end node name” for the H.323 signaling group. The “far-end node name” for the H.323
signaling group is the node name assigned to the appropriate C-LAN.

The command “save translation” must be entered to save the administration performed.

6.3. Configuration of the Avaya™ G700 Media Gateway Controller List

The G700 Media Gateway will be configured to register with the Avaya S8300 Media Server as
its controller. The G700 Media Gateway maintains alist of controller IP addresses. In this
sample configuration, asingle |P address, the IP address of the Avaya S8300 Media Server, will
be added to thislist. The command “set mgc list” isused asfollows:

MG ???-1(configure)# set ngc list 10.1.1.88

The procedures shown above assume the controller list was empty at the start. The “clear mgc
list” command can be used to remove any unwanted entries from the list.

Once the G700 Media Gateway has registered with its controller, the prompt will show the media
gateway number assigned by the active controller. The command “show mgc” displays the
status of the H.248 link to the controller, as well as the contents of the controller list. The

prompt shown below now includes the media gateway number assigned by the controller upon
registration of the gateway.

MZ 001- 1(configure)# show ngc
CALL CONTROLLER STATUS
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Regi st ered . YES
Active Controller : 10.1.1.88
H248 Li nk St at us o UP

H248 Link Error Code: 0x0

MEC Li st Managenent : Static

CONFlI GURED MEC HOST DHCP SPECI FI ED M3C HOST
10. 3. 3. 88 -- Not Available --
-- Not Available -- -- Not Available --
-- Not Available -- -- Not Available --
- Not Avail able -- -- Not Available --

When an Avaya G700 Media Gateway does not have an Avaya S8300 Media Server in slot 1, the
controller list would contain either the IP address of an Avaya S8300 Media Server housed in a
different G700 Media Gateway, or the IP address of a TN799 C-LAN circuit pack controlled by
an S8700 Media Server. Although the externally controlled G700 configuration is not explicitly
described, the testing of these application notes did include registering the G700 to a C-LAN in
the Head Office and verifying basic telephony.

6.4. Configuration of the Alpine 3808 in the Small Office
The following sections present the configuration of the Alpine 3808 in the Small Office.

6.4.1. VLAN and Port Configuration

The following commands establish aVLAN “reg02-avaya’ that will be used for the connection
to the G700 Media Gateway. The port is*untagged” because 802.1Q is not used on the link
from the G700 Media Gateway to the Alpine. Later, the port will be associated directly with a
quality profile (QP6) on the Alpine.

create vlan "reg02-avaya"

config vlan "reg02-avaya" tag 1011

config vlan "reg02-avaya" ipaddress 10.1.1.1 255.255.255.0
configure vlan "reg02-avaya" add port 1:1 untagged

enabl e i pforwardi ng vl an "reg02-avaya"

The following commands establish aVLAN “reg02-ph01” that will be used for the | P telephones
in the Small Office. ThisVLAN isthen configured as atagged VLAN on all ports that may
connect to IP telephones (in this case, ports 2-32).

create vlan "reg02-ph01"

config vlan "reg02-ph01" tag 1021

config vlan "reg02-ph01" ipaddress 10.2.1.1 255.255.255.0
config vlan "reg02- ph01" add port 1:2-1:32 tagged

enabl e i pf orwardi ng vlan "reg02-phO1"

The following commands establish a VLAN “reg02-ws01” that will be used for the computers
and workstations in the Small Office. ThisVLAN is configured as an untagged VLAN on all
ports that may connect to computers or workstations. The computers may run the Avaya IP
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Softphone application. Note that these are the same ports as the I P telephones, since a computer
may optionally be attached to an Avaya IP telephone.

create vlan "reg02-ws01"

config vlian "reg02-ws01" tag 1031

config vlan "reg02-ws01" ipaddress 10.3.1.1 255.255.255.0
configure vlan "reg02-ws01" add port 1:2-1:32 untagged
enabl e i pforwardi ng vlan "reg02-ws01"

The following commands establish a VLAN “reg02-reg01” that will be used for a point-point T1
between the Small Office and the Head Office. The T1 port must be enabled, and configured to
accept clock from theline.

create vlan "reg02-reg01"

config vlan "reg02-reg0l1" tag 102

config vlan "reg02-reg0l1" ipaddress 10.1.0.2 255.255. 255. 252
config vlan "reg02-reg0l1" add port 5:1 tagged

enabl e i pforwardi ng vlan "reg02-reg01"

enabl e port 5:1

config port 5:1 t1 clock source line

The following commands establish aVLAN “100” that will be used for loopback.

create vlan "I 00"

# No VLAN-ID is associated with VLAN | 00.

config vlian "l 00" ipaddress 172.16.1.96 255.255. 255. 255
enabl e | oopback-node vl an "I 00"

# No port is associated with VLAN | 00.

enabl e i pforwardi ng vlan "I 00"

6.4.2. Routing (OSPF) Configuration
The following commands establish the routing configuration.

config ospf routerid 172.16.1. 96

enabl e ospf

config ospf add vlan "reg02-ws01" area 0.0.0.0 passive

config ospf add vlan "reg02-ph0l1" area 0.0.0.0 passive

config ospf add vlan "reg02-reg01" area 0.0.0.0 |ink-type point-to-point
config ospf add vlan "l 00" area 0.0.0.0

config ospf add vlan "reg02-avaya" area 0.0.0.0 passive

6.4.3. QoS Configuration

The port connecting to the G700 is associated with QP6. For all other ports, the Alpine switch
will use DiffServ examination on ingress to classify the packet. Furthermore, the Alpine switch
will use DiffServ replacement on egress to ensure that the DSCP sent to the “WAN” matches the
QoS treatment received in the Alpine switch. In particular, all traffic received from the G700
will be put in transmit queue 5 (associated with QP6), and the DSCP will be set to 40, regardless
of the DSCP received from the G700. If low priority data devices were to be attached to the
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G700 (e.g., in astacked configuration), the Alpine switch port level priority for the link to the
G700 would be inappropriate.

enabl e diffserv exam nation ports 5:1
enabl e diffserv replacenent ports 5:1
enabl e di ffserv exam nation ports 1:2-1:32
configure port 1:1 qosprofile QP6

6.4.4. Viewing the Configuration
The following “show” commands summarize the configuration.

reg02-ap01: 1 # show vl an

Nane VI D Protocol Addr Fl ags Prot o Super Ports
reg02-reg0 0102 10.1.0.2 /30 ----- f--o0-- ANY 1/ 1
reg02-avay 1011 10.1.1.1 /24 ----- f--o0-- ANY 1/ 1
| 00 4092 172.16.1.96 /32 -L---f--0-- ANY o/ O
reg02- ph01 1021 10.2.1.1 /24 ----- f--o0-- ANY 3/ 30
reg02-ws01 1031 10.3.1.1 /24 ----- f--o0-- ANY 3/ 30

Fl ags : M=ESRP Master, E=ESRP Sl ave, G=GVRP Enabl ed, L=Loopback Enabl ed
S=Super VI an, s=SubVl an, R=SubVLAN | P Range Confi gured
C=Domai n- mast er VI an, c=Domai n- nenber VI an
f=I P Forwardi ng Enabl ed, mrl Pnt Forwar di ng Enabl ed
r=RI P Enabl ed, 0=0SPF Enabl ed, p=PI M Enabl ed, d=DVMRP Enabl ed
X=I PX RI P Enabl ed, P=I PX SAP Enabl ed
N=GNS Reply Enabl ed, 2=l PX Type 20 Forwardi ng Enabl ed

The following command shows the configuration assigned to the T1 port (output abridged).

reg02-ap01: 5 # show port 5:1 info detail

VLAN cf g: reg02-reg0l [802.1Q Tag=0102]
Tr unki ng: Load sharing is not enabl ed
Ingress | PTOS: Exami nation is enabl ed

Egress | PTCS: Repl acenent is enabl ed

The following shows that bcp encapsulation (i.e., the default) is used on the T1 interface.

reg02-ap01: 6 # show ppp
Local Renot e Renot e M.P
Por t Li nk Encap Aut hen User Passwor d G oup

5:1 ENABLED BCP  None

The following shows the configuration of the port connected to the G700. Note that the port uses
QP®6, and that DiffServ examination is disabled (i.e., the default).
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* reg02-ap01: 8 # show port 1:1 info detail

VLAN cf g: reg02-avaya [l nternal Tag=1011]
Pr ot ocol : VLAN=r eg02- avaya Vpri =5 Pr ot ocol =ANY
QoS profile: QP6 configured by user

I ngress | PTOS: Exami nation is disabl ed
Egress | PTCS: Repl acenent is disabl ed

The following shows the configuration of a port that may be connected to an IP telephone, a
computer, or an IP telephone with attached computer. Observe the tagged and untagged VLANS
on the port, with DiffServ examination enabled for ingress classification.

reg02-ap01: 10 # show port 1:2 info detail

VLAN cf g: reg02-ws01 [Internal Tag=1031] reg02-ph0l [802.1Q
Tag=1021]

Pr ot ocol : VLAN=r eg02-ws01  Vpri =0 Pr ot ocol =ANY
[ Et her Type: ffff]

QoS profile: None confi gured

I ngress | PTOS: Exam nation is enabl ed
(default mappi ngs del eted from show out put)
Egress | PTCS: Repl acenent is disabl ed
802. 1p: Disabled marking of priority field based on queue nunber

The following shows a snapshot of the OSPF configuration.

* reg02-ap01: 13 # show ospf interfaces

VLAN | P Addr ess AREA | D Fl ags Cost State Nei ghbor s
reg02-ws01 10.3.1.1 /24 0.0.0.0 prif- 5/ A DR 0
reg02-ph01 10.2.1.1 /24 0.0.0.0 prif- 5/ A DR 0
reg02-reg0 10.1.0.2 /30 0.0.0.0 -rif- 5/ A P2P 1
| 00 172.16. 1. 96 /32 0.0.0.0 -rif- 10/ A DR 0
reg02-avay 10.1.1.1 /24 0.0.0.0 prif- 5/ A DR 0
Flags : r - Router OSPF Enabled, i - Interface OSPF Enabled, f - Interface

For war di ng Enabl ed, p - Passive Interface.

7. Verify Connectivity

The configuration described herein has been verified. This verification included, but was not
limited to:
* Registration of Avaya™ 4612 |IP telephones to the Avaya Media Serversin all offices.
Thistesting validated the DHCP and BOOTP relay configuration presented.
» Configuring and testing I P telephones with and without an attached computer.
* Registration of Avaya |IP Softphone to Avaya Media Serversin al offices.
* Intra-office calls between DCP and IP telephonesin all offices.
* Inter-office callsamong analog, DCP, and IP telephones. All inter-office calls utilized
H.323 signaling groups and IP trunks between the offices.
» The QoS configuration was verified by oversubscribing various network links with low
priority datatraffic. Voice signaling and voice mediawere directed to the appropriate
higher priority egress queues.
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8. Conclusion

Asillustrated in this document, the Avaya™ S8700 Media Server Multi-Connect configuration,
Avaya™ S8700 Media Server IP Connect configuration, and Avaya™ S8300 Media Server
configuration are interoperable with Extreme Networks' Summit, Alpine, and BlackDiamond
products in Ethernet and T1 configurations. The Diff Serv-centric approach described herein can
be used to achieve end-to-end QoS for voice media and voice signaling.
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are registered trademarks or trademarks, respectively, of Avayalnc. All other trademarks are the
property of their respective owners. The information provided in these Application Notesis
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at |nteroplabnotes@list.avaya.com
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